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Abstract. The work aims to find an alternative method of calculating the position of a vessel in order to detect the deliberate local
distortion of the GLONASS and GPS navigation signals (spoofing). A method for determining the coordinates of the vessel based
on the combination of measurements of the AIS signal arrival angles from neighboring vessels, as well as the coordinates of the
vessels contained in these signals, is proposed. A variant of the receiver circuit for implementing this method based on phase
direction finding by a simple two-antenna system is considered. The possibility of determining the direction of arrival of a signal
with an average error of 2° is shown with the distance between the two antennas equal to A (with each antenna A/4 long). Based on
the radio direction finding errors, the accuracy of the methods for determining the coordinates was estimated from two and three
signal sources. The maps of the applicability of this method of location for the Sea of Okhotsk region have been constructed. It is
shown that within a 2° radio direction finding error, the error in determining the coordinates of the vessel will be no more than
4 km, depending on the number and relative position of the sources of AIS signals. The proposed solution can be used as part of
the technical means of control of the fishing fleet.
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Introduction

Since 1999, in order to prevent the illegal, unreported
and unregulated fishing of marine biological resources,
the Russian Federation has been operating an industry-
based system for monitoring aquatic biological resources,
surveillance and control of the activities of fishing vessels
(IMS). The system controls 3,500 vessels [1].

Control over the movement of vessels is carried out
using technical control means (TCM), mandatory for
installation on fishing vessels. The TCM, according to [2],
should include a GLONASS /GPS signal receiver, a ship
satellite communication terminal (Gonets, Inmarsat),
and an AIS system transceiver. TCM should ensure the
accuracy of determining the position of the vessel of
not worse than 100 m and the transmission of this non-
correctable information through the satellite terminal to
the regional monitoring center (RMC) of the IMS [2].

The problematic point when using this method of
monitoring the position of vessels is a possible distortion
of the actual movements of the vessel due to local
substitution of the navigation GLONASS/GPS signals
(spoofing). Equipment for spoofing attacks is becoming
more accessible and can become a common tool for
poaching, since its application does not violate the
requirements of the law [2]: the integrity of the TCM is
not violated; the information is not corrected during the
transmission.

The ARGOS system, the transmitters of which
were previously used as the TCM, has an alternative
possibility of determining the location based on
Doppler measurements of the signal characteristics
with an accuracy of 150-300 m, but since 2016, ARGOS
transmitters cannot be used as the TCM on Russian ships.
In this regard, to find an alternative way to determine
and automatically register the coordinates of vessels is an
urgent problem.

In this paper, we consider an approach to
determining the coordinates of a vessel using special
receiving equipment for AIS signals, which is proposed
to be included in the TCM. The main difference between
this equipment and a conventional AIS signal receiver
is an antenna system that it can determine the angles
of arrival of signals. This information, in combination
with data on the location of the sources of these signals,
makes it possible to determine the position of the vessel.
The problems of accuracy of positioning of the vessel
depending on a number of factors are considered.

Fundamental possibility of determining
the ship’s location using AIS signals

The proposed approach to the determination of
coordinates is based on the following provisions:

1. Obtaining the coordinates of the signal sources and
the direction of arrival of these signals make it possible to
determine the position of the receiver and, accordingly,
the vessel.

2. Around a fishing vessel in the radio visibility zone
of the AIS receiver (20-40 miles), there is at least one
AIS signal source (vessel or coast station) transmitting its
coordinates (AIS messages of types 1, 2, 3, 4, 11, 18, 21,
27) and not vulnerable to spoofing.

3. A number of radio direction finding methods
are known [3], that make it possible to determine the
directions of arrival of signals from each of the vessels.

The source data for choosing the method of
determining the location of the target vessel can be:
information about the speed, course of the vessel and the
number of vessels in the radio visibility zone. Depending
on the set of available source data, the following known
calculation methods can be used to determine the
location of the vessel:

1. If data on the speed and course of a given vessel
and registration of angles of arrival of AIS signals from a
single source are available; it is possible to determine the
location of this vessel by the cruise-bearing method, by
processing measurements at different times [4];’

2. if data on the course and angles of arrival of
AIS signals from two sources are available, the bearing
method by two landmarks can be used [4];

3. when registering the angles of arrival of AIS signals
from three sources, it is possible determine the location
using the single resection method [5];

4. when registering the angles of arrival of AIS
signals from four sources or more, the multiple resection
method is used [5].

In this paper, we consider the characteristics of
the second and third methods, since the first method
requires the vessel being positioned to be in motion while
the source of the AIS signal remains immobile, which,
according to expert estimates, is an unlikely situation,
and the fourth method requires a large number of AIS
signal sources.

In the general case, the accuracy of the methods is
determined by the accuracy of the coordinates of the AIS
signal sources and the accuracy of determining the angles

ROCKET-SPACE DEVICE ENGINEERING AND INFORMATION SYSTEMS Vol. 6, Iss. 2, 2019



16

TRUSOV §.V., BARABOSHKIN O.I., KUZNETSOV A.M., BOBROVSKIY S.A.

\ Analog Digitized AIS message,
AIS signal AIS signal signal arrival angle
Antenna 1 Antenna 2 ‘
I :
. — — :
% —————# ADC ———P :
Receiver |————m TCM
» 2 ——» Ac[———»

Fig. 1. Diagram of the AIS receiver with the function of determining the angle of arrival of the AIS signal
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Fig. 2. The block diagram of the model of the AIS signal direction finding system

of arrival of these signals. The accuracy of the coordinates of
the sources is 10-100 m and is not considered in this paper.

The accuracy of determining the angles of arrival of
AIS signals depends on the signal registration system and
the relative location of the sources of AIS signals. These
factors are discussed in more detail in the following
sections.

System for determining the angles of arrival
of AIS signals

According to [3], methods for determining the
angles of arrival of an AIS signal are divided into
amplitude, phase, and complex methods. For a method
using the amplitude characteristics of the signal (the
amplitude and complex methods), an antenna system
consisting of antennas with a non-circular radiation
pattern is required. With a wavelength of A = 1.85 m at
AIS frequencies, such an antenna system will be very

cumbersome, difficult to install on a vessel, and quite
expensive. In this connection, it is preferable to use the
phase method of direction finding.

In [3], a phase direction finding method using two
antennas is presented. Antennas are located at a distance
from each other, called the base. Each of the antennas
can have a circular radiation pattern and represent a
A/4 long pin. The accuracy of direction finding and the
complexity of placement on a vessel depend on the length
of the base. The larger the base, the more accurately it is
possible to determine the direction, but the more difficult
is the installation. The disadvantage of the method
under consideration is the ambiguity in determining the
direction — for a base length I<A/2 there are two such
directions, for [<A/2<I<A there are four directions, etc. To
solve the problem of monitoring the information received
from another vessel, ambiguity does not play a significant
role, because AIS information from both vessels resolves
this ambiguity.
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Fig. 3. The average error of the calculated direction of arrival of the signal depending on the actual direction for the AIS signal

Thus, the following scheme of an AIS receiver
combined with a radio direction finding system is
proposed. The signals from two antennas located at a
distance [ from each other are transmitted to the RF path
of the receiver, where they are independently filtered and
digitized by two analog-to-digital converters (ADCs)
with a common clock generator. One of the signals is
processed with the same method as in a conventional AIS
receiver, and the beginning and end of each AIS message
are determined. This information is transmitted to a
receiver module containing a phase direction finder. This
module simultaneously processes two signals containing
the same AIS message, demodulates the message and
finds the angle (Fig. 1).

Calculation of the accuracy of determining
the angles of arrival of the AIS signal

The accuracy of determining the angles of arrival
of AIS signals when using the proposed AIS receiver
circuit is influenced by many factors: the length of the
base of the antenna system, noise characteristics of the
receiver, the format of the AIS messages, the distance to
the transmitter, vessel pitching, errors in the length of the
base of the antenna system (temperature fluctuations,
installation accuracy), the error in determining the
course of the vessel, etc. This section discusses the impact
of the first three factors.

To calculate the direction finding accuracy,
numerical modeling was used according to the following
diagram (Fig. 2). An AIS signal is generated with GMSK
modulation, NRZI coding, and a data transfer rate of
9600 bps, containing a random data block [6]. This signal
is duplicated, each signal is independently summed with
white noise, specified by the ratio of bit energy to power
spectral density Eb/No. The lower threshold Eb/No, at
which AIS messages can be received, is defined in [6] and
amounts to 10 dB. Next, the first signal is shifted by A¢/2
and the second is shifted by -A¢/2. A¢ is calculated based
on a predetermined angle of arrival of the radio signal
0. =[-7/2..n/2] according to the formula

Ap=2nl/Asin(6, ).

The phase direction finder is constructed according
to the design with sum-difference processing [3]. The
signal at which the simulation of the angle of arrival of
the radio signal 6, is calculated during the modeling, has
a length of 224 bits and consists of a training sequence (24
bits), a start indicator (8 bits), a data block (184 bits) and
an AIS message end indicator (8 bits).

The simulation results for determining 6 , for 75
thousand random messages with a base length I = 1/2 and
=, Eb/NO = 10 dB and 20 dB for each 6, with a step of
5° are presented in Fig. 3. The graphs show the average
errors {_ of determining the angle 6 depending on 6, .
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Fig.4. The dependence of the number of measurements on the

error in determining the coordinates with a random error of
the angle of arrival of the AIS signal within 2 for 1(0°4 mesurements

With the base length [ = A/2, the direction finding
accuracy strongly depends on the direction to the signal
source - the errors increase strongly when 6, approaches
90° and 270°. Even with a high signal to noise ratio,
errors make it impossible to confidently distinguish
between different directions of arrival of AIS signals at
70°<0, <110° and 250°<6, <290°. For other directions
with Eb/NO = 10 dB, the average error is less than 5°, and
for Eb/NO = 20 dB - less than 2°.

Using the signal base I = A gives a smaller error
and more stable characteristics of the direction finding
system in the entire range of angles. For Eb/NO = 10 dB,
the average error is less than 2°, and for Eb/NO = 20 dB it
is less than 1°.

The results obtained show that an antenna system
with a base length / = A is more preferable for constructing
a vessel position control system.

Modelingerrorsindeterminingcoordinates
depending on the accuracy of determining
the angles of arrival of a signal

Locating a ship using three AIS signals. To assess
the influence of the accuracy of determining the angles of
arrival of signals on the determination of the coordinates
of the vessel, a numerical simulation of the determination
of coordinates by the method of single resection was
performed. The identified vessel was in a circle 36 km (~
20 miles) in diameter. This, on average, corresponds to
the maximum distance for the propagation of AIS signals
between ships. Three vessels with known coordinates
were randomly placed in this area, arrival angles were
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Fig. 5. Dependence of the error in determining the position of
the vessel by the bearing of two reference points on the angle
between the objects with an error in measuring directions 2°

determined, a random error of up to 2° was introduced
into each of the angles, and a resection problem was
solved [5]. After the calculation, the error in determining
the coordinates was determined as-the distance between
the known and calculated points.

The simulation results of 10* cases of ship distribution
(Fig. 4) indicate that registration of three AIS signal
sources with an error of up to 2° allows in 85 % of cases
to get an error in determining the location of the vessel
of up to 2 km.

The error in determining the coordinates decreases
with increasing accuracy of determining the angles of
arrival and a decrease in the average distance between the
signal sources and the receiver.

Locating a ship using two AIS signals.

The positioning of the vessel is possible if there are
two AIS signals and the known course of the vessel.
In this case, the accuracy of determining the location
depends on the accuracy of determining the course and
the accuracy of determining the angles of arrival of AIS
signals. In this method, reference points (AIS signal
sources) that are 30-150° apart from each other can be
used. The dependence of the error in determining the
location on the angle between the reference points (with
an accuracy of 2(°), shown in Fig. 5, shows that for the
working range of angles, the determination error on
average is 4 km.
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This method is less accurate than resection, but
the conditions for its use are more common than these
required for resection (see Fig. 6).

Detection of a false course on one source of AIS
signal. If there is one AIS signal, it is possible to check
the correctness of the coordinates and course of the
vessel, determined by a GLONASS/GPS receiver. To do
this, based on the coordinates of the transmitter vessel
contained in the AIS message, it is enough to calculate
the angle of arrival of the signal and compare it with the
measured angle. If the measured angle does not coincide

Sea of Okhotsk

b

Fig. 6. The distribution map of the probability of the presence
of AIS signals from N vessels in the Sea of Okhotsk:
a) N=3, b) N=2:

with the calculated angle within the allowed error, then
the coordinates of one of the two vessels are incorrect.
It is possible to unambiguously identify a vessel with
incorrect coordinates when other vessels appear in the
vicinity: on a vessel with incorrect coordinates, there will
be a mismatch between the calculated and determined
signal arrival angles for other vessels.

Estimation of the probability of the
presence of other vessels in the vicinity of
an arbitrary vessel

To assess the likelihood of the presence of two or
more vessels in the vicinity of an arbitrary vessel, which
are necessary for applying the proposed method, data
were processed on the location of vessels in the waters of
the Okhotsk and Bering Seas within latitude limitations
of 45 + 60°n. and in longitude 144 + 164°e. The data
for May - July 2016 were used [7]. The calculation was
made for the grid in increments of 0.33°. For each grid
point, the ratio of days on which at least N vessels were
registered within a radius of 20 miles from this point to
the total number of observation days was calculated; N =
[2,3]. The calculation did not use signals from coastal AIS
stations with a range of about 40 miles.

The calculation results (Fig. 6) show that the 100%
probability of recording AIS signals from three vessels at
the same time in the region under consideration exists
only in the Petropavlovsk-Kamchatsky region. High
probability (> 50%) is seen in the main fishing areas of
the North Okhotsk and West Kamchatka subzones of the
Sea of Okhotsk (Fig. 6, a). In the remaining water areas,
the probability of the presence of three AIS signals from
different vessels is less than 12%.

A similar calculation for the probability of receiving
AIS signals from two vessels (Fig. 6, b) shows that the area
of regions with a corresponding probability increases by
an average of 4.5 times. Areas with a probability of more
than 0.33 correspond to the main fishing areas of the
Okhotsk Sea basin [8].

Conclusion

The results of the studies confirmed the authors’
assumption that the use of AIS signals from other
vessels and a special receiving system make it possible to
determine the location of the vessel under a number of
conditions.
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Numerical simulation of the receiving device showed
that a system with two antennas spaced by | allows the
phase-direction finding method to determine the angle
of arrival of the AIS signal with an accuracy of 1-2°. The
directions of arrival of AIS signals, measured with such
errors, make it possible, in the presence of two signals,
to determine the position of the vessel with an accuracy
of 2-4 km, and within 1-2 km in the presence of three
signals. In areas of intensive fishing, the probability of
determining the position of the vessel by the signals of
two vessels is more than 33 %.

In cases where there is only one AIS signal, the false
course detection method can be used. All methods should
be implemented in a single device, be applied depending
on the situation and give to the TCM data on the position
of the vessel within appropriate accuracy.

The proposed method for determining the
coordinates of the vessel can be used in the design of an
improved TCM for use in fiscal systems for monitoring
the location of vessels, in particular, for detecting local
substitution of the GNSS navigation field, as well as for
determining the location of a vessel when the AIS ship
transponder is turned off.
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